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Today, every company is or is becoming a digital service provider, raising its software 
IQ to transform successfully and compete in the digital economy. Cloud and cloud-
native are the IT for this, and a decade of opportunity beckons for those that 
can help deliver the benefits as advertised: better, faster and cheaper.
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Introduction
Today, every company is or is becoming a digital service provider, raising its software IQ to transform 
successfully and compete in the digital economy – a process accelerated by the COVID-19 pandemic. 
Underpinning this transformation, cloud native is a strategic priority for the majority of enterprises undertaking 
new development and application modernization. Re-platforming to cloud native is moving into the mainstream 
for all kinds of organizations – particularly for the telco market’s transition to 5G. More generally, accelerating 
application modernization is seen as the way to secure the benefits of cloud, but it will take some years. As the 
majority of work still lies ahead, a decade of opportunity beckons for those that can help deliver cloud-native 
benefits as advertised: better, faster and cheaper.

THE TAKE

We are entering an era in which cloud will no longer be seen as a separate IT category: Quite simply, 
it is the IT. Already the case for hosted environments, and now confirmed by on-premises ‘flexible’ 
infrastructure – it is the consumption-based, service-driven, retail model discipline that delivers the 
cloud experience, not the venue per se. As for software (applications), cloud ‘nativity’ has become the 
default platform for deployment, and the industry is rotating to the aaS/subscription consumption 
model. In future, all of this will likely be delivered together as a single bill with a unified customer 
experience, regardless of the back-end architecture or the vendor fulfilling it.

Cambrian explosion
It has taken less than a decade to reach the point where cloud native is now the prevailing mindset and 
methodology for application and infrastructure architecture. Adoption by IT teams is strong (see Figure 1) – 
a process aided in no small part by the industry’s ongoing enthusiasm and the continued leadership of the 
Cloud Native Computing Foundation, and in large part due to the ingenuity and enthusiasm of the open source 
community, arguably the cradle of cloud nativity.
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Figure 1: State of Cloud-Native Adoption

Q. What is your organization’s adoption status for the indicated technologies?

Base: All respondents

Source: 451 Research’s Voice of the Enterprise: DevOps, Workloads & Key Projects 2021

Cloud native is a set of overlapping technologies that don’t necessarily need to run on public cloud, but grew 
out of public cloud scalability and provisioning. Collectively, these have moved the addressable layer of 
infrastructure from the server and the VM up and into the application, which allows a lot of new and great things 
to happen in terms of resiliency, security, connectivity and more. Nearly all of the components are open source 
software projects at their core, and now, with the maturity of open source, there’s no shortage of commercial 
vendors that are ready to provide the type of support that organizations want, especially in Kubernetes.

The cloud-native market is undergoing a Cambrian explosion – the breadth of goods and services available in 
the market is astonishing, with more arriving at a furious pace. 451 Research’s Cloud Price Index now tracks 
more than three million products (SKUs) that can be purchased from the major hyperscalers alone. Vendors 
and service providers are throwing new value-added services at the wall to see what sticks. Enterprises are 
experimenting. Investors are making increasingly bigger bets. In short, the market is thrashing and crowded, and 
there’s lots of confusion.
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Cloud-native engineering
One of the principles of cloud-native engineering is being able to decompose applications that were developed 
in the web era (the pre-cloud era), which can be inflexible, hard to update and very unwieldy to manage – 
almost to the point where people don’t even know what’s in them anymore. The cloud-native approach lets 
organizations abstract away functional components of applications as microservices and upgrade them 
and maintain them independently, and that opens up a world of innovative possibilities, especially given the 
tools that the cloud providers are supplying, such as applying machine learning and AI to stream data. Cloud 
native works because it is an API culture, which renders infrastructure largely invisible to the developer and 
technology consumer.

Some of this is just down to good timing. From a tool-chain point of view, the abstraction that containers 
provide arrived and evolved at a time when enterprises were trying to figure out how best to package and 
deploy applications in the cloud. Kubernetes has come of age as organizations scrabble with managing hybrid 
and multicloud infrastructure. Serverless provides an infrastructure abstraction and service meshes enable 
networking to be added independently, but there’s still a high degree of complexity, and still a lot of runway for 
more abstraction. It’s precisely the granularity of the components in cloud-native applications and connectivity 
that gives rise to this complexity. However, the ability to actually log and trace all of the activity that’s 
happening, the overall term for which is ‘observability,’ is making it possible to automate a lot of the operational 
functions that used to have to be human-mediated.

Complexity
In terms of cloud-native development, this is where the whole notion of ‘shift left’ is coming from, where the 
code in composable applications can be instrumented with security and with connectivity via service mesh. As 
the applications become more complex, this opens up the possibility for automation based on the telemetry 
data that is coming from the processing of those jobs. It is with increased levels of automation that some of the 
complexity that gets generated with greater quantities or greater dispersal of services will be tamed.

Applications, abstraction and automation characterize the move out of corporate datacenters and into 
public clouds, taking advantage of the scalability and the resiliency of those environments. However, this 
doesn’t happen independently of the cultural and organizational change needed to deliver it. Shifts in the 
software development mindset, such as the move to agile, are a complex process. For cloud native, it’s not just 
technology – there are similar kinds of organizational-process stumbling blocks in the way.

Providers are providing
A lot of IT departments (especially in large enterprises) have grown up around a non-cloud-native model of 
using, operating and provisioning IT. Part of the change requires enabling organizations to see the benefits 
of the end state, and that the work can be done incrementally and continuously. Carving out the functional 
pieces as part of the modernization of back-end applications can enable organizations to see the possibilities. 
There is also a wealth of training, webinars and certifications available. The cloud providers themselves have 
been packaging some of these technologies into turnkey platforms that take away a lot of the complexity and 
learning curve to help lines of business get onboard without, for example, having to deal with the operation 
of containers and Kubernetes. There’s a sacrifice here to be sure: Organizations won’t have access to all 
of the knobs and levers that they might ultimately need. The land grab among service providers just to get 
organizations onto their platforms means they will need to deal with the intricacies of the configuration a little 
later. The bad news is that organizations may not have quite so many levers or knobs to turn; the good news is 
they actually won’t have quite so many levers or knobs.
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Providers are showing that they can package reliability, security, and optimization of cost and performance, 
and that they can, with this ability to get a granular view of the infrastructure, respond to it in an automated 
way. They end up taking a lot of the work off the IT operations teams by putting it into the infrastructure and the 
orchestration platform. This can help with staff shortages and skills gaps, because these systems don’t require 
the same volume of toil. This saves developers, DevOps teams and SREs from focusing on configuring their 
environments and manual tasks so that they can instead focus on new features, new products and innovation. 
It’s a continuous improvement benefit from using a feedback loop.

2022 and beyond
The next steps and a focus for the industry in 2022 will be to continue to reduce the complexity of cloud native 
with additional abstractions and improved integration of its parts to drive increased developer productivity. 
We expect to see increased use of systems’ own data and intelligence to automate tedious and fiddly manual 
processes – a feat that surpasses human comprehension as things get more diverse and complex and ever 
more connections need to be managed and secured. With the increased use of AI and ML (i.e., automation) 
techniques, we are not far away from code that can write – or rewrite – itself, and there are numerous early-
stage vendor projects to deliver this capability. However, this also requires organizational change, and the 
people side of the equation looms large as cloud-native engineering and DevOps talent remains in short supply.

Figure 2: Top Cloud Skills Shortages

Q. Which of the following skills categories are most acutely lacking when it comes to managing your organization’s cloud environment? 
Select all that apply.

Base: Current/prospective IaaS/PaaS users, abbreviated fielding (n=330)

Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Organizational Dynamics 2021



Copyright © 2022 by S&P Global Market Intelligence, a division of S&P Global Inc. All rights reserved.

These materials have been prepared solely for information purposes based upon information generally available to 
the public and from sources believed to be reliable. No content (including index data, ratings, credit-related analyses 
and data, research, model, software or other application or output therefrom) or any part thereof (Content) may be 
modified, reverse engineered, reproduced or distributed in any form by any means, or stored in a database or retrieval 
system, without the prior written permission of S&P Global Market Intelligence or its affiliates (collectively, S&P Global). 
The Content shall not be used for any unlawful or unauthorized purposes. S&P Global and any third-party providers, 
(collectively S&P Global Parties) do not guarantee the accuracy, completeness, timeliness or availability of the Content. 
S&P Global Parties are not responsible for any errors or omissions, regardless of the cause, for the results obtained 
from the use of the Content. THE CONTENT IS PROVIDED ON “AS IS” BASIS. S&P GLOBAL PARTIES DISCLAIM ANY AND 
ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTIES OF MERCHANTABILITY 
OR FITNESS FOR A PARTICULAR PURPOSE OR USE, FREEDOM FROM BUGS, SOFTWARE ERRORS OR DEFECTS, THAT 
THE CONTENT’S FUNCTIONING WILL BE UNINTERRUPTED OR THAT THE CONTENT WILL OPERATE WITH ANY SOFTWARE 
OR HARDWARE CONFIGURATION. In no event shall S&P Global Parties be liable to any party for any direct, indirect, 
incidental, exemplary, compensatory, punitive, special or consequential damages, costs, expenses, legal fees, or losses 
(including, without limitation, lost income or lost profits and opportunity costs or losses caused by negligence) in 
connection with any use of the Content even if advised of the possibility of such damages.

S&P Global Market Intelligence’s opinions, quotes and credit-related and other analyses are statements of opinion as 
of the date they are expressed and not statements of fact or recommendations to purchase, hold, or sell any securities 
or to make any investment decisions, and do not address the suitability of any security. S&P Global Market Intelligence 
may provide index data. Direct investment in an index is not possible. Exposure to an asset class represented by an 
index is available through investable instruments based on that index. S&P Global Market Intelligence assumes no 
obligation to update the Content following publication in any form or format. The Content should not be relied on and is 
not a substitute for the skill, judgment and experience of the user, its management, employees, advisors and/or clients 
when making investment and other business decisions. S&P Global Market Intelligence does not endorse companies, 
technologies, products, services, or solutions.

S&P Global keeps certain activities of its divisions separate from each other in order to preserve the independence 
and objectivity of their respective activities. As a result, certain divisions of S&P Global may have information that 
is not available to other S&P Global divisions. S&P Global has established policies and procedures to maintain the 
confidentiality of certain non-public information received in connection with each analytical process.

S&P Global may receive compensation for its ratings and certain analyses, normally from issuers or underwriters of 
securities or from obligors. S&P Global reserves the right to disseminate its opinions and analyses. S&P Global’s public 
ratings and analyses are made available on its websites, www.standardandpoors.com (free of charge) and  
www.ratingsdirect.com (subscription), and may be distributed through other means, including via S&P Global 
publications and third-party redistributors. Additional information about our ratings fees is available at  
www.standardandpoors.com/usratingsfees.

CONTACTS

The Americas
+1 877 863 1306

market.intelligence@spglobal.com

Europe, Middle East & Africa
+44 20 7176 1234

market.intelligence@spglobal.com

Asia-Pacific
+852 2533 3565

market.intelligence@spglobal.com

www.spglobal.com/marketintelligence

mailto:market.intelligence%40spglobal.com%20?subject=
mailto:market.intelligence%40spglobal.com%20?subject=
mailto:market.intelligence%40spglobal.com%20?subject=
http://www.spglobal.com/marketintelligence 

